[Tpunosxenue No 2

K IUCbMY
MUHUCTEPCTBA OBPA3OBAHUS U HAYKU POCCUMCKOM ®EJIEPALIN

ot 14 masa 2018 r. Ne 08-1184

WH®OPMALIMOHHAS IAMSITKA
JIJ151 OBYUAIOLLUXCA JIJ151 PASMELIEHUS
HA O®ULIUAJTBLHBIX UHTEPHET-PECYPCAX

C kaxaplM TOJOM MOJOJIC)KM B HWHTEPHETE CTAHOBUThCA OOJIbIle, a
IWIKOJBHUKU OJHHU M3 CaMbIX AaKTHUBHBIX IOJb30Bareiie PyHera. Mexay tem,
MIOMHUMO OTPOMHOTO KOJIMYECTBAa BO3MOXKHOCTEH, MHTEPHET HECeT W MPOOJIEeMBbI.
OTa naMATKa J0JDKHA TOMOYb TeOe 0€3011acHO HaXOIUThCS B CETH.

KoMmnbroTepHbie BUPYCHI

KomnbloTepHblif BUPYC - ATO Pa3sHOBUIHOCTH KOMIIBIOTEPHBIX IIPOTpamMM,
OTJIMYUTEIILHOU OCOOCHHOCThIO KOTOPOU SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO.
B nomnonHeHue kK 3TOMy, BUPYChl MOTYT TOBPEAUTH WJIU MOJTHOCTHIO YHUUTOXKHUTH
Bce (aiiiibl U JaHHBIS, TTIOJKOHTPOJIBHBIC TTOJIH30BATEII0, OT UMEHH KOTOPOTo Oblia
3amylieHa 3apakK€HHas MporpamMMma, a Tak)Ke MOBPEAUTh WM JaXE YHUUTOXKUTh
OTIEPAIIMOHHYIO CUCTEMY CO BceMH (paiiaMu B 1ieioM. B GoNbIIMHCTBE CIydacB
pacrpoCTpaHsIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTo/1b1 3aITUThI OT BPEIOHOCHBIX MPOrPaMM:

1. Ucnonb3y#t COBpeMEHHBIE OTepaIllMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEJIOHOCHBIX MPOTPAMM;

2. TlocrosHHO ycTaHaBnuBail mautu (IUQPpPOBBIC 3aIlIaTKH, KOTOPHIE
aBTOMAaTHYECKH YCTAHABJIMBAIOTCSA C IIEJbI0 JOPaOOTKH MHpPOrpaMMbl) U JPYyTrue
OOHOBJICHUSI CBOCW omepanuoHHOW cucteMbl. CkaumBailT WX TOJBKO C
opurmanpHOr0  caiita  paspaborumka OC. Ecmm  cymectByer  pexum
aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €r0;

3. PabGoraii Ha CcBOEM KOMIBIOTEpE IOl IpaBaMu IIOJH30BATEINISI, a HE
aMUHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX IPOTPaMM
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. MHcnonb3yl aHTHUBUPYCHBIE IIPOTPAMMHBIE TPOAYKTHl HM3BECTHBIX
IIPOM3BOJIUTEIICH, C aBTOMAaTHICCKHM OOHOBIICHHEM 0as3;

5. Orpaanyb GU3NIECKUN JOCTYI K KOMITBIOTEPY JUTSl TOCTOPOHHUX JIUIT;

6. Ucmonp3yii BHENMTHWE HOCUTENHM WH(POPMAIMH, TaKUEe Kak QIielika, JUCK
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WK Qaill U3 HTHTEPHETA, TOJIBKO U3 IMPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTKpbIBali KOMIIBIOTEpHBIE (ailyibl, MOJIYYEHHbIE W3 HEHAJEAKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpbIE MpHUCTaN TBOM 3HAKOMBIN. Jlyuiie yTouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 5T0 He BHJI mepefadn JaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIb OpeHI,
mapka. Eme B 1991 rony HuuaepiaHickash KOMITAHUSI 3aperucTpupoBaja OpeH.
"WECA", uto o6o3Hauano cnoBocouetanue "Wireless Fidelity", xoTopsiii
NepeBOIUTCA Kak "OecrpoBOHAsS TOYHOCTh".

Jlo Hamiero BpeMeHH Joliia apyras ab0peBuaTypa, KoTopas sBISIETCS TaKou
e TexHojorueil. Jto abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue OBLUIO JAHO C
HAMEKOM Ha CTaHAapT BbIclIed 3BykoBoM TexHuku Hi-Fi, uro B mnepeBone
O3HayaeT ""BBICOKAsi TOYHOCTH'.

Jla, OGecruiaTHBIM MHTEPHET-AOCTYI B Kade, OTesIX M a’pornoprax SBISIETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJA B MHTEpHET. HO MHOruMe sKcnepThl CUMTAIOT,
gT0 obmeaoctynHbie Wi-Fi ceTu He SBIsSroTCsS 6€30macHbIMHU.

CoBeTblI 110 6€30MacHOCTH PabOThI B 00IIEOCTYMHBIX ceTsax Wi-fi:

1. He mepenagaii cBoro juuHyr0 HHpOpMaIio yepe3 odienoctymnabie Wi-Fi
cetu. PaboTtas B HUX, JKeJIaT€JIbHO HE BBOJUTH MApOJId JOCTYIIA, JJOTUHBI U KaKue-
TO HOMEDPA;

2. Vcnonb3yit 1 OOHOBJISIM aHTUBUPYCHBIC MpOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUpPYycCa Ha TBOE YCTPOUCTBO;

3. [Ipu ucnonbzoBanuu Wi-Fi otkmoun pyukiuo "O0mui noctyn K daiaam
u npuntepam". JlaHHass (yHKIHS 3aKpbiTa MO YMOJIYAaHHUIO, OJHAKO HEKOTOpPHIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCTIONL30BaHUs B paboTe min yuebe;

4. He wucnonb3yét nyOnuuyneii WI-FI s mepenauum JuUYHBIX JaHHBIX,
HaIpuMep JIsl BBIX0JIa B COLIMANIBHBIE CETH WIIHM B DJICKTPOHHYIO MOYTY;

5. Wcnonp3yi Toapko 3amuiieHHoe coeauuenue uyepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B MoOunbHOM Tenedone orkimoun (ynkiuio "lloakmouenne k Wi-Fi
aproMarnuecku". He gomyckail aBTOMaTHYECKOTO MOJKIIOUYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormacus.

ConunaJjbHble ceTH

COHH&HBHBI@ CCTHU AKTHBHO BXOIAT B HAIIly KU3Hb, MHOTHUC JIFOAU pa60TaIOT u

KUBYT TaM IOCTOSIHHO, a B Facebook yske 3aperucTpupoBaH MHILTHAP] YEIOBEK,
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YTO SIBIISIETCA OJTHOW CEABbMOM BCEX XKUTEJEH IUIAHEThl. MHOTrME MOJIb30BaTENIN HE
MOHUMAIOT, YTO MH(OpMaIMs, pa3MelleHHass UMU B COITMAIBHBIX CETAX, MOXKET
OBITh HaliZlecHa W HCIOJb30BaHA KEM YTrOJIHO, B TOM YHCJIE€ HE 0053aTelbHO C
OJlaruMU HaMEpPEHUSIMU.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COI[UATIBHBIX CETIX:

1. Orpannyb cnucok Apy3eil. Y Te0s B Apy3bsSX HE JTOJDKHO OBbITh CIy4YalHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuinaii CBOr 4acTHYIO ku3Hb. He yka3biBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXICHUSI U JPYTylo JUYHYH HHOpManuio. 3JI0yMBIIUICHHUKHA
MOTYT HCIOJIb30BaTh Jake HWH(POpPMAIMI0O O TOM, KaK Thl U TBOW POJUTEIU
IJIAHUPYETE TPOBECTU KAHUKYJIBI;

3. 3amuinaii CBOO penmyTaluio - IEPKU €€ B YUCTOTE U 3ajjaBaii cebe Bompoc:
XOTeJ OBl Thl, YTOOBI APYrvMe€ TMOJIB30BATENIM BHJACIHM, YTO Thl 3arpyaeiib?
[Togymait, mpexie 4eM 4To-TO OIyOJIMKOBAaTh, HAITMCATh U 3arPy3UTh;

4. Ecnu TBI TOBOPUIIB C JIOJBMH, KOTOPBIX HE 3HACLIb, HE HCIIOJB3YH CBOE
peaqbHOe UMS U APYTYIO JIMYHYIO WH(DOpMAIMKU: UMS, MECTO JKUTEJILCTBA, MECTO
y4eObl U mpoyee;

5. N36erait pasmenienus gororpaduii B MHTEpHETE, T/Ie THI M300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOKHO ONPEAECIUTh TBOE MECTOIMOJIOKECHUE;

6. Ilpu peructpauuu B COIMATBLHONH CETU HEOOXOJAMMO HCIOJIH30BAThH
CJIOKHBIE MapOJIU, COCTOSIIME U3 OYKB U IIU(MP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jlns comuadbHOM CETH, TOYThl M JAPYTUX CaWTOB HEO0OXOIUMO
MCIOJIb30BaTh pa3Hble maposu. Toraa eciu TeOs B3JIOMAIOT, TO 3JI0YMBIIUICHHUKA
MOJIy4aT JOCTYN TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpazy.

DJIeKTPOHHbIE IEHbI'H

OJNIeKTPOHHBIC JIEHBI'U - 3TO OYEHb YJOOHBIM CHoOCcO0 IIaTexel, OJHAKO
CYILIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYHTh 3T JCHBIH.

DJIeKTPOHHBIC JIEHBI'U TMOSBUIMCH COBCEM HEJIABHO M MMEHHO H3-3a 3TOTO BO
MHOTHX TOCyAapcTBax JI0 CUX IO HE MPOIHUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHr QyHKIIMOHHPYIOT M O HUX YK€ IMPOIUCAHO B 3aKOHE, TJIe UX
pa3eNIIoT Ha HECKOJIBKO BHJIOB - aHOHUMHBIC U HE aHOHMMHBIC. PasHuIa B TOM,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3periacTcs MPOBOAUTH OIeparuu 0e3
UACHTU(DUKAIIMY TTOJIH30BATENS, @ B HCAHOHMMHBIX HJICHTHU(DHUKAIUS TTOIb30BaTEIIs
SBJIIETCS 00s13aTEIILHOM.

Taxke criemyeT pas3inyaTh DJICKTPOHHBIC (UATHBIC JICHBIH (paBHBI

rOCyJapCTBEHHBIM BAJIOTAM) M JJICKTPOHHBIE He(pUAaTHBIE JCHBIM (HE PaBHBI
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roCcyJJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTe C NEKTPOHHBIMU JIEHbraMU:

1. ITpuBsixU K cueTy MOOUIBHBIN TenedoH. ITO caMblil YOOHBIN U OBICTPbHIN
croco0 BOCCTaHOBUTH JOCTyN K cuery. llpuBsi3aHHBINH TenepoH MOMOXKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM Mapoib WIM 3aiiielllb Ha CalT ¢ HE3HAKOMOIO
YCTPOWCTBA;

2. Hcnone3y#t onHopa3oBble maponu. [locime mepexona Ha yCUIICHHYHO
aBTOpU3aIMI0 TeOe yke He OyAeT yrpokarb OMAacHOCTh KpaXM WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. Beibepu cioxHblii napodib. IIpectynHukam Oyner He MPOCTO YrajaaTh
CJIOKHBIM naposb. HanexxHsle maposiu - 3T0 napoiu, KOTOphIE COAECPKAT HE MEHEe
8 3HAaKOB M BKJIIOYAIOT B ce0s CTPOUHBIE M IPOINUCHBIE OYKBbI, LU(DPBl U
HECKOJIbKO CHMBOJIOB, TAKME KaK 3HAK J10JU1apa, (PyHTa, BOCKJIMIATEIbHBINA 3HAK U
t.11. Hanpumep, $tROng!;;

4. He BBOIM CBOU JIMYHbBIE JAaHHBIE HA CaliTaX, KOTOPHIM HE TOBEPSIEILIb.

DJIeKTPOHHAA MOYTa

DJIEKTPOHHAS TMOYTa - 3TO TEXHOJOTHUS U MPEAOCTAaBISIEMbIE €0 YCIYTU IO
MEPEChUIKE U MOJYYEHUIO 3JIEKTPOHHBIX COOOIEHUHN, KOTOPhIE paclpeIesaiOTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIUK  BBITJISIAT
CJICAYIOIIMM 00pa3oM: UMsI_TMOJIb30BaTEIA(@WUMs_JIoMeHa. Takxke KpoMme repeaadu
MPOCTOT0 TEKCTA, UMEETCS BOBMOXKHOCTh TIEpe/1aBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€301aCHOM padOTe C IIEKTPOHHOM MOYTOM:

1. Hamo BpIOpaTh mNpaBUILHBIA TOYTOBBIA CepBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIEe IOBEPSThH TEM,
KOI'0 3HACllb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBail B TMYHON MoYTe JIMYHYIO MH(popmanuio. Hanpumep, nydiie
BbIOpaTh "My3bIKaIbHBIN _(panaT@" unum "pok2013" BmecTo "Ttemal3";

3. Hcnonb3yli ABYX3TAalHYH AaBTOPHM3alMIO. JTO KOTJa IOMHMO Mapois
HYKHO BBOJUTb KOJI, TPUChUIaEMbIi 0 SMS;

4. Beibepu CI0XKHBIA Mapob. [ KaKI0ro MOYTOBOTO SIUKA JOJDKEH ObITh
CBOU HAJEKHBIW, YCTOWYHUBBIN K B3JIOMY apoJib;

5. Ecmu ectb BO3MOXXHOCTH HaIllMCaThb CaMOMYy CBOM JIMYHBIA BOIIPOC,
HCTIOJIBb3YH 3TY BO3MOXHOCTb;

6. Hcrnonp3yil HECKOJIBKO TOYTOBBIX SIIUMKOB. IlepBbIil I YacTHOM
MEPENNCKU C aipecaTamMu, KOTOPBIM Thl JOBEpSEUIb. JTO JJIEKTPOHHBIN agpec He
HAJI0 UCTIONBH30BaTh MPU PETUCTPAIIMHN Ha opyMax U CalTax;

7. He oTkpwiBaii (aitibl U Apyrve BIOKEHHS B MUChMax, JNaXe €CIU OHU
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NPUIIUIM OT TBOUX Jpy3eu. Jlydilie yTOYHU y HUX, OTOPABISUIM JU OHU TeOE 3TU
Gbaiiibl;

8. ITlocne oxoHuaHusi pabOTHl HAa TMOYTOBOM CEpPBUCE IE€pe]] 3aKpbITUEM
BKJIQJIKU C CAUTOM He 3a0yab HaxaTh Ha "BeiATh".

Ku6epOy1iimHr Wiin BUPTyaibHOE U3/1€BaTEJIbCTBO

KubepOymmuHar -  mpecinejoBaHHE€  COOOIICHUSMH,  COJEPXKAIUMU
OCKOpOJIeHHS, arpeccuio, 3aIyTUBaHUE; XYJUTaHCTBO; COLIMAJIbHOE
OOMKOTHPOBAHUE C MOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 0OpHOE ¢ KHOEPOYIIITUHTOM:

1. He Opocaiics B 60ii. Jlyummuii crmoco0: mOCOBETOBATHCS Kak ce0s BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTHTbCs, TO BHadajle YCHOKOUTbCS. Eciu Thbl
HaYyHelllb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUs, TO TOJBKO elie OoJibliie
pazoAcKeIb KOH(IIUKT;

2. Yrpapisiit cBoel KuOeppermyTaimei;

3. AHOHUMHOCTh B ceTM MHUMasg. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 3a aHOHUMHBIM aKKayHTOM;

4. He croutr BecTH XyJnuraHckuid oOpa3 BUPTyallbHOM >ku3HU. MHTEepHer
(duKkcupyeT Bce TBOM JEWUCTBHS W COXpaHSET UX. YJaIUTh UX Oyner KpaiiHe
3aTpyAHUTENBHO;

5. Cobnroaail cBOO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Wrnopupyit enuuHuuHblii HeratuB. OJHOpPa30BbIE OCKOPOUTENbHBIE
COOOIIeHHsT JIyulie WrHopupoBatb. OOBIYHO arpeccusi MpeKpamiaercss Ha
Ha4vaJbHOM CTaJIUH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOKHOCTh OJOKMPOBKM OTHPABKA COOOILIEHHH C
OTIPEJICIICHHBIX a/IPECOB;

8. Ecnu b1 cBuzerens kubepOyiuHra. TBou HeMCTBUS: BBICTYIUThH MPOTUB
npecieaoBaTensi, MoKa3aTh €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HEraTUBHO,
HoJiIepXKaTh JKEPTBY, KOTOPOW HYy)KHA IICHXOJIOTMYECKass IMOMOILIb, COOOIIUTH
B3pPOCIIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOuniabHbIi TeaedoH

CoBpeMeHHbIe cMapT(OHBI U IJIAHIIETHI COACPKAT B c€O€ BIOJIHE B3POCIHIbBIN
GyHKIMOHAT, W TENepb OHU MOTYT KOHKYpPHUPOBaTh CO CTAaIlMOHAPHBIMU

KOMIIBIOTCpAaMU. OI[HaKO, CpCACTB 3alllUThI IJIA HOI[O6HI)IX YCTPOﬁCTB IIOKa O4YCHDb
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Mano. TecTupoBaHME U TIOMCK YS3BUMOCTEM B HUX TMPOUCXOJUT HE Tak
WHTEHCUBHO, Kak 1iis [1K, To ke camoe kacaeTcsi U MOOMIIBHBIX MPUIIOKEHUH.

CoBpeMeHHbIe MOOUIIbHBIE Opay3ephl yKe MPAKTHYECKH TOTHAIA HACTOJIbHbIE
aHaJIOTH, OJIHAKO paciivpeHue ¢GyHKIMOHAIa BIEYET 3a COo00W OOJBIIYIO
CJIOKHOCTh M MEHBILYIO 3aIlUIIEHHOCTb.

Jlaneko He Bce NPOU3BOJUTENN BBIMYCKAIOT OOHOBJICHUS, 3aKpPBIBAIOLIUE
KPUTHYECKHUE YSA3BUMOCTH IS CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MMaCHOCTH MOOMIIBHOTO TesiedoHa:

Huuero He sBnsercs mo-HacTosimeMy OecruiaTHbIM. Bynb ocTOpokeH, Benb
Korja te0e mpeayiaraloT 0ecIuiaTHhIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TJIATHBIE YCIYTH;

Hywmaii, npexxae yem oTnpaBuTh SMS, ¢oTo uin BUaeo. Thl TOUHO 3HACIIID,
rie OH’ OyJyT B KOHEYHOM UTOre?

Heo6xo11uMo 0OHOBIISATH ONEPAIlMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Ucnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JJIsl MOOWIJIBHBIX Tee()OHOB;

He 3arpyxaii mpuiokeHHs OT HEU3BECTHOTO HMCTOYHMKA, BEJlb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00eCIIeYeHUE;

[Tocne Toro kak Thl BBIAJENIL C CalTa, e BBOAWI JUYHYIO HH(OpMAaIuIo,
3aiiiu B HACTPOUKHU Opay3epa u ynanu cookies;

[lepuonuyecku npoBepsid, Kakue TJIATHBIE YCIYTHM aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBoil HOMep MOOWJIBHOTO TeiedoHa TOJNBKO JIOJSAM, KOTOPBIX ThI
3HACIllb U KOMY JOBEpSEIIb;

Bluetooth nomxen ObITH BBIKIIOYEH, KOT/a Thl UM HE Moib3yenibes. He
3a0bIBall MHOT 1A IPOBEPSITH ITO.

Online urpsbi

CoBpeMeHHbIE  OHJIAMH-UTPBI - O3TO  KpacoyHbIe, 3aXBaThIBAIOIIUE
pasBiieueHus, OOBEAUHSIONINE COTHH THICSY YEJOBEK MO Bcemy mupy. WUrpoku
UCCJIEYIOT JaHHBIA UM MHp, OOIIAIOTCS APYT C JIPYTrOM, BBIMOJHSIOT 3aJaHus,
CpaXXaroTcsl ¢ MOHCTpPAMHM U TMOJYYarOT OMNBIT. 3a yAOBOJIbCTBUE OHU ILIATHT:
MOKYTNAIOT JUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKKUe-TO OIIIUH.

Bce sty cpeacTBa uayT Ha NOJJEpKAHUE U PA3BUTHUE UTPHI, a TAKXKE HA CaMy
0€30MaCHOCTh: COBEPILCHCTBYIOTCSI CUCTEMbI aBTOPU3AIIUU, BBIITYCKAIOTCS HOBBIC
naT4yu (LU(poBbIE 3aIIaTKU IS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nono0HBIX UTpax CTOUT OMAacaThCsi HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpa)Xu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIIMU OOJIBIITMHCTBA
urp.



OCHOBHBIE COBETHI 110 0€30IIACHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecau apyroil urpok BeneT ceds IUI0XO0 MM co37aeT TeOe HENpPHUITHOCTH,
3a0JIOKUPYH €ro B CIIMUCKE UTPOKOB;

2. Iloxany¥ics aAMUHUCTPATOPaM WPl HA IJIOXOE IOBEIEHUE 3TOIO UIPOKA,
JKEJIATEJIbHO NPWIOKNATH KAKME-TO T0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yxa3bIBaii TMuHy10 HHPOPMALIMIO B Tpodailiie urpsl;

4. YBaxkail Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii HeopuIManbHble MATYH U MO/IBI;

6. Mlcnonb3y#l CIOKHBIE U Pa3HbIE MTAPOJIH;

7. axxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [loka Thl Urpaeuis,
TBOM KOMITBIOTEP MOTYT 3apa3HTh.

DOUINHHT WA Kpa’Ka JUIHbIX JAHHbIX

OOBIYHOM Kpaskel JeHeT U JOKYMEHTOB CETOHS YK€ HUKOTO HEe yAUBUIIb, HO
C pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINUICHHUKA TEePEMECTIIINCh B
WHTEPHET, U MPOJI0IKAIOT 3aHUMAThCS "TIOOUMBIM" JICTIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WU (DUIIMHT,
rJIaBHAs 1€1b KOTOPOTO COCTOUT B TMOJYYEHUU KOH(PUACHIIMAIBHBIX JaHHBIX
M0JIb30BaTeNeH - JOruHOB U maposeil. Ha anrnuiickom s3bike phishing uurtaercs
kak umuHr (0T fishing - peiOHas oS, password - maposnb).

OcHOBHBIE COBETHI IO 0OpbOE C QUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciau Thl mojo3peBaelllb, YTO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HEOOXOoAMMO  3a0JIOKUpPOBaTh €€ M COOOIIMTH
aJIMUHHUCTpATOPaM pecypca 00 3TOM KaK MOKHO CKOPEe;

2. WUcnonp3yii 6e3omacHbie BeO-CAaWTHl, B TOM YHCIIC, HHTEPHET-Mara3uHoB 1
MTOMCKOBBIX CUCTEM;

3. Ucnonb3yil ciioXkHble W pa3Hble Tapoyiu. TakuM o00pa3oMm, eciau TeoOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TMOJy4aT JIOCTYH TOJBKO K OJIHOMY TBOEMY
npo(uIio B CETH, a HE KO BCEM;

4. Ecnu T1ebOs B3nOMald, TO HEOOXOAUMO TMPEIyNpeluTh BCEX CBOUX
3HAaKOMBIX, KOTOpbIE 100aBJIEHbI y T€0S B Ipy3bsAX, O TOM, YTO Te€Os B3JIOMAJHU U,
BO3MOYKHO, OT TBOET'O0 UMEHH OYJIET PacChljIaThCs CllaM M CChUIKUA Ha (DPUIITMHTOBHIE
CalThI;

5. YcranoBu HazaexHbid naposs (PIN) Ha MoOMIIBbHBIN TeneoH;

6. OTKIII0OUM cCOXpaHEeHue NnapoJsi B Opaysepe;

7. He otkpwiBaii ¢aiibl U Apyrue BIOKEHUS B MUChbMaX, JaXKe €CIU OHHU
NOPUIILIA OT TBOUX Apy3el. Jlydiie yTo4HM y HUX, OTIPABISIN JU OHU TeOe ITU
Gbaib.



Hudposas penyranus

Hudposas penyTaius - 3T0 HEraTUBHAs WM MO3UTUBHAS UH(OpMALUS B CETU
o tebe. Kommpomerupyromas uHpopMalus, pa3MelleHHass B UHTEPHETE, MOMKET
CEpbE3HBIM 00pa30M OTPa3UTbCA Ha TBOEH peanbHON Ku3HU. "Lludposas
penytanus" - 3T0 TBOM UMUK, KOTOPBI (popmupyerca u3z uHpopmanuu o Tede B
UHTEpHETE.

TBOE MeCTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBAETCA B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCATCA K NYOJUKAalMU JUYHOU
uHpopmaiuu B VIHTepHeTe, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol qaxe He
CMOJKEIIb JIOTaaThCcsi 0 TOM, 4TO (hoTorpadus, pa3MelleHHas S5 JeT Ha3al, craja
IPUYUHOM OTKa3a MPUHATH T€OS Ha padoTy.

KomMmMmeHTapuu, pasmenieHue TBOUX (otorpaduii U Jpyrue IeUCTBHS MOTYT
HE MCYE3HYTh Ja)Xe IOCJe TOro, Kak Thl MX yJanullb. [bl HE 3HAellb, KTO
COXpaHW1 3Ty HWHGOpPMAILMIO, TMonajga JU OHAa B IIOMCKOBBIE CHCTEMbl H
COXpaHWIAaCh JU OHA, a TJAaBHOE: YTO MOJIyMaloT O TeOe OKpPYXKaIoIlue JIOJIH,
KOTOpbIE HAWUIYT W YBUAAT 3T0. HaliTh nH@pOpMaLUi0 MHOTO JIET CIIYCTS CMOKET
100011 - KaKk U3 100pbIX MOOYKICHHM, TaK U ¢ HAMEPEHUEM MPUYHUHUTD Bpell. ITO
MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aIIUTE LUPPOBOM permyTalUu:

1. ITogymaii, mpexkae yeM 4To-To MyOJMKOBaTh U NepeiaBaTh y cels B Onore
WIN B COLIUATILHOM CeTH;

2. B Hactpoiikax npoduis yCTaHOBM OTPAaHMYEHHUS HA TPOCMOTP TBOETO
npoduIs U ero COASPKUMOT0, clIejal ero ToabKo "t apy3eit”;

3. He pa3memniaii u He yka3biBail MHQOpPMAIIHIO, KOTOPAsi MOXKET KOTO-T100
OCKOPOJIATh VIIH OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE  IIKOJBHUKH - AaKTUBHBIE TIOJIb30BaTeld  LU(PPOBOTO
npoctpancTBa. OJHAKO JajJ€Ko HE BCE 3HAIOT, YTO MOJb30BAHHME MHOTMMU
BO3MOXHOCTSIMU  Iu(poBOoro  Mupa  TpebyeT  CcOOMIOACHHMs TpaB  Ha
WHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuHn "WHTEIUIEKTyasibHasi COOCTBEHHOCTBH'" OTHOCHUTCA K Pa3IuYHBIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HAuyMHAas C HOBBIX HM300pETEHUN U 3HAKOB,
0003HaYyaroMUX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusmMu, KHHOQUIbEMAMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO TpaBa Ha HMHTEIUIEKTyaJbHYI) COOCTBEHHOCTh Ha
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IPOU3BEJCHUS HAYKHU, JIUTEPATypbl U UCKYCCTBA. ABTOPCKME IIpaBa BHICTYIMAIOT B
KAauecTBE TapaHTHUH TOTO, YTO HMHTEIJIEKTYyalbHBIM/TBOPUECKUNA TPYJ aBTOpa HE
OyIeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOEro TpyZda, HMOJYYUTh W3BECTHOCTh M Npu3HaHue. Hukro 0Oe3
paspelieHusi aBTopa HE MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENICHHUE,
pacnpocTpaHsaTh, NOyOJWYHO JEMOHCTPUPOBATH, IPOJaBaTh, HMIIOPTUPOBATH,
yCKaTh B MPOKAT, IMyOJIMYHO HCIOJIHATH, MMOKA3bIBATH/UCIIONHATE B 3QUpe WU
pasMetars B lHTepHere.

Hcnonb3oBanue "muparckoro” mporpaMMHOI0 0OECTIEYEHHsI MOKET MPUBECTU
K MHOTUM PUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKAyHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJE€ YyCTAaHOBJIICHA HeleraiapHas mnporpamMma. He crouTt Takxke
3a0bIBaTh, YTO CYILIECTBYIOT JI€TalbHblE M OECIUIaTHBIE IPOrpaMMbl, KOTOpHIE
MOYHO HalTHU B CETH.

O nopraJue

CeteBUUOK.p(Q - TBOI IJIaBHBIN COBETYHK B CETH. 3]1€Ch Thl MOXEIIb Y3HAThH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3IKOM, & MIPU BO3HUKHOBEHHHU
KPUTHYECKON CUTyalluM OOpaTUThCSA 3a COBETOM. A TakXe MPHUHATh yyacTHE B
KOHKYpCax M CTaTh CaMbIM HU(POBBIM IPakIaHUHOM !



